
SMINT SOLUTION
TAtrTICAL INTEFICEPTIEN T trEFIEE|RO & IOTA lG

THE CEREBRO CORETECHNOLOGY AND 1G IOTA

IP PROBE INTEGRATED IN A TRANSPORTABLE

RUGGEDIZED COMPUTER FOR TACTICAL

OPERATIONS

SMINT is a tact ical  system designed to record,

store,  analyze and display in real  t ime infor-

mat ion.  This system is able to monitor a wide

range of  protocols,  including mai l ,  voice over

lP (VolP),  webmai l ,  chat,  web browsing (web-

si te reconstruct ion) . . .
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Integrat ion of  IOTA-1G-MA with CEREBRO-TGT

Analysis of traffic up to l Gbits/s

Can be combined with ADSL, WiFi  or  Satel l i te

SCNSOTS

Analysis of  recorded PCAP f i les

Storage designed to record days of traffic

ldeal  for  c lose survei l lance of  your suspects.

Possibi l i ty  to have mult ip le operators working

on the same central  device through highly

secured connect ion.
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IT(H}I ICAt DETAITS

'lU appliance

Linux based architecture

Dual quad-core processor

Two 2 TB Hard disk

Possibility to replay recorded capture

Accept remote secure connections for

multiple investigators

Automatic language detection

Mult i  language GUI

GENERAL USE

SMINT can be plugged in the mirrored port  of  a switch or in an opt ical  tap for  example.  Once plugged,

the system records the lP traffic, classifies and stores it in a database.

SMINT is the integration of one IOTA lP probe and a CEREBRO core technology in a tactical form factor.

The IOTA probe embedded in the SMINT is able to classify and reconstruct many lP network protocols.

The analyzing processes of the IOTA probe are working on the most common used protocols: mail

(SMTB POP3, IMAP), Social Networking (facebook, twitter, ...), Webmail transactions (l ivemail, yahoo

mai l ,  gmai l ,  . . . )  Voice over lP Conversat ions (RTB SlP, . . . )  Chat sessions (MSN, Yahoo!,  AlM, lRC, Pal ta lk,

Jabber, Gtalk, ...), Web browsing (Posted messages, Website reconstruction : browsing session monitor-

ing),  . . .

EMBEDDED CAPACITY OF TARGETING

Thanks to the CEREBRO-TGT embedded, the invest igator can create target ing rules to f i l ter  incoming

traffic with advanced targeting criteria (email addresses, phone numbers, keywords, etc.).

SENSORS AVAILABLE

SMINT is the perfect  answer for  tact ical  operat ions.  l t  can nat ively be plugged on any lP network,  but  i t

can also be used in combinat ion wi th Satel l i te sensors,  ADSL tap or even WiFi  probes. For example,  wi th

the WiFi probe, you wil l be able to select a specific access point (Open, WEP encrypted or WPA encrypt-

ed (automat ical ly break))  and then have access to al l  communicat ions going through this access point .

*rie*rar, il*r*.
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AN EXTENDED AND MULTILINGUAL SEARCH ENGINE

Thanks to the ORACLE database indexat ion and to the intel l igent search engine, SMINT wi l l  return valu-

able data to each keyword request.  SMINT is bui l t  on a cross search engine which gives always appro-

pr iate and relevant resul ts.  This research can be done in many di f ferent languages (Engl ish,  French, Ger-

man, Arabic,  Russian . . . )
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P.O. BOX: 500439
Internet City - Duba' i-  U.A.t.
Phone: +971 4 457 4331
Fax: +971 4 457 0332
Email:  contactqradvancedsystems.ae

Al l  speci f icat ions presented in th is document are subject  to modif icat ions wi thout not ice and are not contractual .


